
Anamo is enterprise information 

security software developed by 

experienced white-hat hackers, 

security-conscious developers, and 

DevOps cybersecurity engineers. 

Our software tracks subtle changes 

and risks that are difficult to always be 

aware of.
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Introduction
Since 1999, US ProTech has grown to serve hundreds of 
customers with professional cybersecurity services, primarily 
with ”Red Team” hackers and ongoing “Blue Team” 
defensive technology. Our widespread customer base gives 
us visibility into industry-specific cybersecurity problems.

Underlying customer observations and our frustrations was a 
desire to see the entire picture: total visibility into risks 
ranging from an entire customer’s enterprise down to a 
single server…To not have to dig for information, but to have 
it instantly available at your fingertips...To have a complete 
history of server data history at any point in time to compare 
against so that you could judge with hard data if mitigation 
steps worked.



7 Questions
These next 7 questions are what our customers, including 
Fortune 500 companies, hedge funds, law firms, 
government agencies, and many small and medium-sized 
businesses  have asked us to solve over the years.



Question 1:

In just a few minutes, can you 

quantify both of the following 

metrics across your Linux servers

according to the U.S. National 

Vulnerability Database?:

1(a) The number of software 

vulnerabilities; 

1(b) The severity of each one.
View all currently present vulnerabilities by CVE identifier, attack 

vector, NVD score severity, exploit risk, and NVD publication date.



Select a system package to see its functional purpose and 

associated vulnerabilities (including the NVD score severity, 

affected version(s), and NVD publication date).
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Question 2:

If a new port opened, closed, or 

was changed on one of your 

servers: 

2(a): Would you get notified?

2(b) Could you generate a 

historical timeline of port events 

across your enterprise?

At a glance, see all open ports for each server, or drill down

more specifically into a single server to view a complete

history of when its ports were opened, closed, or modified.



Question 3:

In just a few minutes, can you 

generate a report of what 

software packages are installed on 

a server, the version number of 

each, and determine when 

individual packages were 

installed, modified, or deleted? In seconds, generate a timeline of what (and when) software was 

installed/updated/downgraded/deleted and at what version number.



Question 4:

Within a few minutes, would you 
know if:

• A user is added, modified, or 
deleted?

• A group is added, modified, or 
deleted?

• A user obtains or loses 
membership in one or more 
groups?



Question 5:

In just a few minutes, would you 

be alerted if a file or directory had 

its ownership (user or group) or 

octal permissions changed on any 

one of your servers?

Before a permissions change event and after. In this case, it’s

curious that a file became that highly restricted.



Question 6:

Can you organize your individual 

servers into Departments that 

reflect logical organizational units 

within your enterprise, and then 

subsequently see trends and 

aggregated vulnerability statistics 

for those Departments?

Vulnerabilities aggregated from servers assigned to Anamo

Departments let you compare and quantify how

effective different groups are at reducing vulnerabilities.



Question 7:

For any of 1-6, can you quantify to 

what extent these risks have 

shifted across two categories: 

7(a) Time (year, month, quarter, 

or day) 

7(b) Scope (for a single server up 

to the entire enterprise)

One example is Anamo’s vulnerability timeline. It displays

how long individual vulnerabilities on servers existed and what

later version eventually remediated the earlier risk.



Understanding the Problem.

01 Visibility into what we asked in our seven questions is notoriously 

difficult for virtually all organizations. The sheer volume of information 

obfuscates security risks, and hackers take advantage of that noise. 

02 Effective cybersecurity is premised on effective and rapid response time. 

If you have to hunt for more information and context before you can start 

to solve the problem, you operate at a disadvantage. 

03 Continuous Diagnostics and Mitigation is an excellent approach to 

cybersecurity, but is less effective without carefully curated information 

being presented. Faster and better decision-making is possible.



How it Works.

1. Install Ruby 
Gem

~10 seconds to up and running.

2. Agent Transmits
Open ports, mere software 

package names and versions, 

and file/directory permissions 

are securely transmitted. Alone,  

not very useful data.

4. View on 
Anamo.io
Carefully curated data and 

alerts are meant to get the right 

information to you without 

excessive “data noise.”

3. Securely 
Processed in the 
Anamo Cloud
All of the processing, risk 

calculation, technical analysis 

happens in our secure cloud.
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Works Out of The Box.

01 This is what it takes to install Anamo:

Gem install anamo; anamo setup #(to enter license key); anamo start;

02 The Anamo Agent is an open-source (https://rubygems.org/gems/anamo) 

Ruby gem. It collects and send to the Anamo Cloud: (1) software package 

names/versions, (2) certain paths and permissions, (3) port states, (4) 

users and groups. We open-sourced our code to assure customers that 

we are not extracting excessive or overly intrusive server data. 

03 Cybersecurity is frustrating, but the tools you choose don’t necessarily 

have to be. Anamo requires virtually zero configuration. All of the “heavy 

lifting” happens separately from your servers. The result is fast, lightweight, 

and minimal server client with almost zero ongoing maintenance.

https://rubygems.org/gems/anamo


Looking Ahead

01 Anamo is not log parsing software. It is different because it takes rather 

banal data from your servers and correlates different data points to 

present an accurate and ongoing picture of cybersecurity risk.

02 Anamo supports Continuous Diagnostics and Mitigation by showing you 

snapshots in time about vulnerabilities and other risks. If you fix 

problems, Anamo will quantify those trends and allow you to track 

progress over time, in near real-time.

03 We think that President Trump’s Executive Order 13800 is a smart and 

pragmatic approach to problems that Anamo would prove capable of 

solving.



Q&A 

Anamo has advanced capabilities, centralized in a highly secure and 

easy-to-use web application, that we haven’t seen in other platforms. 

We think 2018 will prove a pivotal year in cybersecurity, especially 

because more of the right conversations are happening between the 

federal government and private sector.

We would be happy to answer any questions or talk about a live demo. 


